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The goal of VCFI: check the validity of each virtual call’s target
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The Virtual Control Flow Integrity can be defined as:
c.vcall(. c.vptr € Allowc?

|
n Is c.vptrin?
|:> Membership VP X
vptr_y
vptr_z

c.vptr




Practical VCFI




Practical VCFI

VCFI is a multi-trading defense:
Accurate, efficient, extensible, secure, etc.




Practical VCFI

VCFI is a multi-trading defense:
Accurate, efficient, extensible, secure, etc.

Extensibility becomes the main challenge for practical VCFI:




Practical VCFI

VCFI is a multi-trading defense:
Accurate, efficient, extensible, secure, etc.

Extensibility becomes the main challenge for practical VCFI:

Program Execution

main
* libx
* liby

* libz
> time
% : updating allowset accordingly

Dynamic Linking/Loading




Practical VCFI

VCFI is a multi-trading defense:
Accurate, efficient, extensible, secure, etc.

Extensibility becomes the main challenge for practical VCFI:

Program Execution vcall
main Rust (> | ClC++
* * ot m Inter-language Compatibility

10y

* libz

> time
% : updating allowset accordingly

Dynamic Linking/Loading




Practical VCFI

VCFI is a multi-trading defense:
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* libz
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@ Existing works: either inefficient or limited in extensibility

@ None of them are widely deployed in real applications
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Intuition

e VCFI inherently is the membership problem
o checking whether c.vptr is in c.allowset

e Lookup table is naive and effective, but
o now known as limited in extensibility

e Any good data structure suits this task?

* Insight: Approximate Membership Query Filter

Approximate Membership Query Filter (AMQ-Filter) is the space-efficient
probabilistic data structure that supports approximate membership queries.

Then, Why not use AMQ-Filter to implement VCFI?
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e Bloom Filter is the most well-known AMQ Filter
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o controlled and low false positive probability

{x,y,z}
A
L~ / | N N
BEl o BElE o o I o EEEN o
_/ N N \
1 [ 1 [ o IE o




e
Extensible VCFI Enforcement

e \/CFI Bloom Filter




e
Extensible VCFI Enforcement

e VCFI Bloom Filter: T Wy S s R 1 N
o input: virtual pointer el o bl
® output: allow or block ;% % % ...................... .
| 0x40d360 | 0] . o] o
|0x7ffff73b1320 |{ ...... il ol 1]
[ox7££££78d0720 |*,% ; % ‘*%




e
Extensible VCFI Enforcement .....
/—/H

e VCFI Bloom Filter: —
o input: virtual pointer [ostossao}

| 03412510 [, ]

output: allow or block

i

O
o k:the number of hashes st
O

...................... » ALLOW

...................... » ALLOW

[ox7££££73b1320 |{ o

bit array: result of hashes G}

[=]el~[o]-]olo]~]olo]~]-[s]

y
[2lo]=[o]~[o]o]r]o]o[~[~]o]

[~[e]+]ol~]o]of~]o]ofr]=]o]

» ALLOW

hash functions

=
]
w




e
Extensible VCFI Enforcement

e VCFI Bloom Filter: —
o input: virtual pointer [ostossao}

| 03412510 [, ]

output: allow or block

i

O
o k: the number of hashes ==&
O

...................... » ALLOW

...................... » ALLOW

bit array: result of hashes G}

[=]el~[o]-]olo]~]olo]~]-[s]

y
[2lo]=[o]~[o]o]r]o]o[~[~]o]

[~[e]+]ol~]o]of~]o]ofr]=]o]

feature: efficient, extensible L

» ALLOW




e
Extensible VCFI Enforcement

e VCFI Bloom Filter: —
o input: virtual pointer T

| 0x41a510 |- ]

output: allow or block

O

o k: the number of hashes ==&
O LA
O

...................... » ALLOW

...................... » ALLOW

blt array: reSUIt Of haSheS [ox7££££78d0720 |
feature: efficient, extensible T

e

,.
[=]el~[o]-]olo]~]olo]~]-[s]

y
[2lo]=[o]~[o]o]r]o]o[~[~]o]

[~[e]+]ol~]o]of~]o]ofr]=]o]

» ALLOW

Membership Checking Policies: Blhashi(z)] # 0 A --- A Blhashy(x)] # 0




e
Extensible VCFI Enforcement

e VCFI Bloom Filter: s o o
o input: virtual pointer : e { : : :
o output: allow or block % T |l T
o ki the number of hashes 222 Bk
o bit array: result of hashes  Emmem- 2 / [
o feature: efficient, extensible PN VAN T4 E——

Membership Checking Policies: Blhashi(z)] # 0 A --- A Blhashy(z)] # 0
Only { all "1" hits in 3 tests } indicates the Valid VCall.
{any 0 miss in 3 tests } indicates the Invalid VCall.
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Static — LLVM Pass: static allowset analysis
Dynamic — Runtime: updating allowset dynamically
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EVCFI Design

movabs $SALT,%rdi  # Load 64-bit SALT
imul Yrax,%rdi # Multiply

xor Yesi,lesi # Zero accumulator
crc32q ’rdi,%rsi # CRC32

Bloom Filter Lookup

B W N =
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EVCFI Design

movabs $SALT,%rdi  # Load 64-bit SALT

1
2 imul Yrax,’rdi # Multiply
3 xor %esi,lesi # Zero accumulator
s crc32q Y%rdi,rsi # CRC32
Bloom Filter Lookup

Salted Hash Function

hash(salt, vptr) = crc32(salt x vptr)
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mov (%rdi),%rax # Load vptr

movabs $SALT,%rdi  # Load 64-bit SALT _ .
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# Repeat for k > 1
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mov (%rdi),%rax # Load vptr

movabs $SALT,%rdi  # Load 64-bit SALT _ .
# Hash into Jrsi

# Repeat for k > 1
# Setup parameters

Salted HaSh FunCtlon c.:a.tilq *INDEX (%rax) # Call virtualFn()
hash(salt, vptr) = crc32(salt x vptr) VCALL Hardening

1
1
2 imul Y%rax,’%rdi # Multiply 2 ;
»  Zer Yogi. Yasi P R 3 movabs $BLOOM,%rdx # Load Bloom base
s crc32q Y%rdi,rsi # CRC32 ! 1:,estb $0, (hrdx,%rsi)
5 jnz .LOK # Entry non-zero?
Bloom Filter Lookup ¢ ud2 # Invalid vptr
7 .LOK:
8
9
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Efficiency: only 8*k instructions to complete vcall hardening
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o MCFI - astar: high overhead even in low vcall program
o VTV/ShrinkWrap - xalanc: high overhead
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LLVM-xDSO ® o X X 3.8% 4.9% T-T%
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e Limitations of existing approaches:
o Limited VCFI policy: MCFI, VTV, LLVM
o LTO requisite: LLVM, LLVM-xDSO
o High overhead: MCFI, VTV, Shrinkwrap

eVCFl is the first VCFI that achieves efficiency and extensibility .
O
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e FireFox — highly modular application Q
o 5000+ virtual tables eVCFI Support
o 185k+ virtual call-sites - g
o foreign language interfaces, e.g., Rust and C++

e With high extensibility, eVCFI defense can support Firefox

M firefox-native firefox-evcfi
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A 10171014 e 115.7 116.4 122.7 122.0 111.5 1121
£ 105.0
‘g’ 156 o2 Sl S22 776 77.3 730 750 808 81.5 785 793
70.0
= 44.7 433 42 1 425
5 350 252 29.5
o
0.0
astar beat oscillator gaussian darkroom desaturate financial tlnderbox cm pbkdf2 sha256 Geo.Mean

e With high efficiency, eVCFl only incurs 1.01% slowdown
e



Summary

e \We propose a novel Extensible-VCFI (EVCFI)
o The first AMQ-based VCFI

e EVCFI is efficient, extensible, and secure

e EVCFI can support the Firefox, one real-world

challenging application for extensibility, which has not

been supported by existing VCFls
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